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1 Definitions
1.1 In this Schedule, the following words shall have the following meanings and they shall supplement Joint Schedule 1 (Definitions):
	Term
	Definition

	Alpha
	the alpha phase of agile delivery described in the Service Manual;

	Beta
	the beta phase of agile development described in the Service Manual;

	Cyber Security
	the role is responsible for protecting an organisation's systems, networks, and data from unauthorised access, cyberattacks, and security breaches. Individuals in these roles perform a variety of tasks that involve identifying potential threats, responding to and recovering from incidents, and ensuring that appropriate security measures are in place to safeguard critical information;

	Digital Roles
	digital, data and technology roles in government and the skills needed to do them, as described in the Government Digital and Data Profession Capability Framework: https://ddat-capability-framework.service.gov.uk/. The list of roles is described at Annex 2 of this Framework Schedule 1 (Specification) and recorded on the Platform;

	Discovery
	the discovery phase of agile delivery described in the Service Manual;

	Government Digital and Data Profession Capability Framework
	digital, data and technology roles in government, and the skills you need to do them, as described in the Government Digital and Data Profession Capability Framework: https://ddat-capability-framework.service.gov.uk/;

	Live
	the live phase of agile development described in the Service Manual;

	Open Standards Principles
	the Cabinet Office Open Standards principles: https://www.gov.uk/government/publications/open-standards-principles/open-standards-principles;

	Retirement
	the retirement phase of agile development described in the Service Manual;

	Service Capabilities
	capability descriptions as described at Annex 1 of this Framework Schedule 1 (Specification) and recorded on the Platform;

	Service Manual
	the Service Manual: http://www.gov.uk/service-manual;

	Service Standard
	the Service Standard section of the Service Manual: http://www.gov.uk/service-manual/service-standard;

	T Levels
	T Levels are 2-year courses which are taken after GCSEs and are broadly equivalent in size to 3 A Levels. Launched in September 2020, these courses have been developed in collaboration with employers and education providers so that the content meets the needs of industry and prepares students for entry into skilled employment, an apprenticeship or related technical study through further or higher education: https://www.gov.uk/government/publications/introduction-of-t-levels/introduction-of-t-levels;

	Technology Code of Practice
	the Technology Code of Practice: https://www.gov.uk/guidance/the-technology-code-of-practice.



2 Scope
2.1 Overview
2.1.1 This framework enables public sector organisations to procure suppliers to deliver digital, data, and technology services in line with government policies, standards, and best practices.
2.1.2 The scope for this Framework Contract supports delivery across all Service Manual agile life cycle phases (Discovery, Alpha, Beta, Live and Retirement) to deliver application development and user-centred design services to build great digital products and services that meet citizen needs.
2.1.3 Services procured through this Framework must align with relevant Government Digital and Data strategies, including:
· the Service Standard;
· the Technology Code of Practice; and
· relevant cybersecurity, accessibility, and data policies as specified in government frameworks.
2.1.4 Suppliers under the Framework are required to provide services in one or more of the following Lots:
· Lot 1: Digital Outcomes
· Lot 2: Digital Capability and Delivery Partners
· Lot 3: Digital Specialists
· Lot 4: User Research Studios and Participants
2.2 Services Scope
2.2.1 Services procured under this Framework include, but are not limited to:
· supporting the design, development, and implementation of new or enhanced digital services, including transactional and informational platforms;
· embedding user needs into digital services through research, accessibility testing, and iterative improvements;
· helping organisations build in-house digital capability and deliver services in line with agile principles;
· helping buyer organisations deliver data analytical capabilities; and
· modernising and improving existing digital services to align with changing policy, user expectations, and security needs.
2.2.2 Services delivered through this Framework must:
· follow user-centred design methodologies, ensuring accessibility and inclusivity;
· embed security best practices, supporting the Government Cyber Security Strategy;
· ensure interoperability by aligning with open standards, government-approved data-sharing frameworks, and technology principles; and
· ensure scalability and adaptability, with a focus on enabling knowledge transfer as part of service handover.
2.2.3 The Supplier is responsible for all Services provided, including where Subcontractors are used. The Supplier must retain full accountability for service delivery in compliance with contractual obligations.
2.2.4 Services must be procured through the appropriate Lot within the framework. Further details on the Lots are provided in Section 3.
2.2.5 Buyers are responsible for determining the IR35 status of their requirements. The Framework does not set or imply IR35 status for any procurement, and buyers must ensure compliance with the off-payroll working rules legislation when engaging suppliers.
3 Lots
3.1 Lot 1: Digital Outcomes
3.1.1 Overview
3.1.1.1 Lot 1 enables Buyers to procure suppliers to deliver specific, outcome-based digital projects in line with agile methodologies and government digital standards.
3.1.1.2 Suppliers awarded a place on Lot 1 must demonstrate the ability to:
· provide at least one (1) of the Service Capabilities, and at least one (1) of the Digital Roles with respective Framework Price(s) to deliver the capabilities, in at least one (1) of the defined geographical locations;
· deliver end-to-end digital outcomes, ensuring compliance with the Government Service Standard;
· follow agile methodologies to deliver services iteratively; and
· provide teams with the necessary Service Capabilities, as described in the framework.
3.1.1.3 Digital outcomes procured under Lot 1 must align with one or more agile lifecycle phases (Discovery, Alpha, Beta, Live and Retirement).
3.1.2 Service Scope
3.1.2.1 Suppliers must be able to successfully demonstrate they are capable of delivering digital outcomes across a range of Service Capabilities, including but not limited to:
· able to create and iterate digital services, including transactional services, informational platforms, and public-facing websites. This includes ensuring accessibility compliance, supporting the development of cloud-based digital services, and delivering mobile applications where required;
· conduct qualitative and quantitative user research to support digital service design. This includes prototyping, usability testing, and ensuring compliance with WCAG 2.2 AA accessibility standards, and any other later standards as may be updated from time to time, and government inclusion policies; and
· support cross-functional digital teams in iterative service development. This includes implementing continuous integration, DevOps, and site reliability engineering (SRE), as well as modernising and improving existing government digital services.
3.1.3 Supplier Responsibilities
3.1.3.1 Ensure their teams include professionals with recognised Digital Roles.
3.1.3.2 Maintain compliance with Framework requirements to retain their place on Lot 1.
3.1.4 Buyer Responsibilities
3.1.4.1 Buyers will define their specific requirements in their Statement of Requirements, and where applicable Statement of Works, including clear Milestones and payment schedules.
3.1.4.2 Buyers should define outcomes which align to agile phases. Requirements may span two (2) sequential agile phases (for example, Discovery and Alpha or Alpha and Beta) where the Buyer has a need to expedite the timeline for Deliverables or reduce knowledge transfer.
3.1.4.3 Buyers may procure multiple digital outcomes within a single procurement where there is sufficient similarity across required Digital Roles and Service Capabilities. This applies where:
· outcomes require similar skillsets across digital disciplines;
· there are efficiencies in procurement by aligning related services; and/or
· the procurement enables consistent agile delivery across projects.
3.1.5 Exclusions
3.1.5.1 The following are excluded from the scope of Lot 1: stand-alone hosting, support and maintenance of a live service; contingent labour; and management consultancy.
3.1.5.2 Procurement of individual digital specialists (covered under Lot 3).
3.1.5.3 Large-scale programme delivery, resource augmentation or capability building (covered under Lot 2).
3.1.6 Contract Length
3.1.6.1 The maximum call-off term, including any extensions, is 48 Months (4 years).
3.1.6.2 No minimum or maximum total contract value is applied to this Lot.
3.2 Lot 2: Digital Capability and Delivery Partners
3.2.1 Overview
3.2.1.1 Lot 2 enables Buyers to procure suppliers to support the delivery of long-term digital transformation programmes, capability-building initiatives, and strategic resource augmentation.
3.2.1.2 Suppliers successful in securing a place on Lot 2 must demonstrate the ability to:
· provide all of the Service Capabilities, all of the Digital Roles with respective Framework Price(s) to deliver the capabilities, in all of the defined geographical locations;
· operate in complex environments across multiple buying organisations with different levels of digital maturity, while maintaining buyer satisfaction;
· deliver multi-phase, strategic digital transformation programmes aligned with government digital, data, and technology standards;
· provide ongoing capability development, including knowledge transfer to internal teams;
· support service-wide transformation efforts across agile phases;
· augment digital teams with specialised expertise to support capability-building objectives;
· align all services delivery with the relevant Service Capabilities and Digital Roles, ensuring consistency with government digital strategy; and
· where appropriate, implement DevOps and DevSecOps principles ensuring secure, scalable and automated delivery of digital services.
3.2.1.3 Services procured through Lot 2 should align with cross-government digital objectives, ensuring interoperability, scalability, and long-term impact.
3.2.2 Service Scope
3.2.2.1 Suppliers must be capable of delivering services across all Service Capabilities, including but not limited to:
· supporting the end-to-end transformation of public sector services, including legacy system modernisation, cloud migration, and large-scale platform development;
· providing strategic delivery expertise across multiple projects and agile phases, ensuring alignment with government-wide digital transformation goals. This may include cross-departmental aggregation where appropriate;
· supporting organisations in developing in-house digital expertise, providing knowledge transfer, and embedding sustainable digital practices; and
· where appropriate, Suppliers may also provide resource augmentation - ensuring public sector teams have access to specialised digital expertise that aligns with long-term transformation goals.
3.2.2.2 Suppliers must deploy right-sized digital teams with the appropriate skill levels to deliver Services throughout the Call-Off Contract Period. Suppliers are expected to effectively manage capacity to meet fluctuating demand for digital resources from Buyers, including assisting them in accessing shortage skills and meeting demand peaks.
3.2.2.3 Suppliers must provide DevOps and DevSecOps services that cover the end-to-end development lifecycle, from Discovery through to Live running and service optimisation. This includes supporting build and transition services, managing Beta-to-Live and Retirement phase transitions, and ensuring ongoing Live service operations with stability, enhancements, and operational support.
3.2.2.4 These services must also include data and business information management: covering data asset enhancement, migration, and reporting; alongside capacity management: providing stable core service teams, burst capacity for peak demand, and fault identification/resolution. Suppliers should implement continuous integration, automated testing, cloud-native deployment, and security best practices, ensuring scalable and resilient digital services.
3.2.2.5 Buyers may aggregate multiple digital services under a single Lot 2 procurement where there is a strategic alignment across projects.
3.2.3 Supplier Responsibilities
3.2.3.1 Suppliers awarded a place on this Lot must be able to provide all the Service Capabilities, and all the Digital Roles to deliver the capabilities, across all the defined geographical locations. This includes being able to:
· deliver multi-phase digital transformation services, ensuring alignment with government technology and service standards;
· perform against the agreed Statement of Requirements, ensuring service delivery meets defined expectations and quality standards;
· provide structured knowledge transfer to build in-house digital capability and reduce dependency on external suppliers; and
· support resource augmentation where required, ensuring that additional expertise aligns with long-term capability-building.
3.2.3.2 Maintain compliance with Framework requirements to retain their place on Lot 2.
3.2.4 Buyer Responsibilities
3.2.4.1 Buyers will define their specific requirements in their Statement of Requirements and where applicable Statement of Works, including clear role descriptions, Deliverables and Milestones as appropriate, and payment schedules.
3.2.4.2 Buyers must outline the procurement scope in sufficient detail to allow for the identification of a broad set of Service Capabilities and Digital Roles to ensure the Contract is suitable for the contract duration, whilst maintaining ability to deliver in an agile manner.
3.2.4.3 Buyers may include resource augmentation within a Lot 2 procurement where it supports a broader transformation effort, ensuring alignment with required Digital Roles and Service Capabilities.
3.2.5 Exclusions
3.2.5.1 The following are excluded from the scope of Lot 2: stand-alone hosting, support and maintenance of a live service; and management consultancy.
3.2.5.2 Procurement of individual digital specialists (covered under Lot 3).
3.2.5.3 Small-scale, one-off digital projects (covered under Lot 1).
3.2.6 Contract Length
3.2.6.1 The maximum call-off term, including any extensions, is 72 Months (6 years).
3.2.6.2 No minimum or maximum total contract value is applied to this Lot.
3.3 Lot 3: Digital Specialists
3.3.1 Overview
3.3.1.1 Lot 3 enables Buyers to procure individual digital specialists with expertise in specific Digital Roles. These specialists support defined projects, services, and transformation initiatives by bringing targeted skills into existing teams.
3.3.1.2 Suppliers successful in securing a place on Lot 3 must demonstrate the ability to provide specialists who:
· can provide at least one (1) of the Digital Roles with respective Framework Price(s), in at least one (1) of the defined geographical locations;
· possess expertise in recognised Digital Roles;
· deliver specialist skills for clearly scoped engagements, ensuring alignment with government technology and service standards; and
· work within multi-disciplinary teams alongside civil servants and other suppliers, following agile and user-centred design methodologies.
3.3.1.3 While specialists may be engaged for long-term projects, all engagements must be for defined Digital Roles supporting service delivery or transformation objectives.
3.3.2 Services Scope
3.3.2.1 Suppliers must provide individual digital specialists across a range of Digital Roles with suitable expertise to meet Buyer requirements.
3.3.2.2 Specialists must be engaged for clearly defined work that supports digital service delivery, transformation programmes, or operational service enhancements.
3.3.2.3 Lot 3 enables Buyers to augment digital teams with individual specialists, ensuring access to targeted expertise without procuring full service teams.
3.3.2.4 Buyers are responsible for defining role requirements and ensuring that engagements align with the scope of Digital Roles covered under this Framework, with performance managed through agreed performance metrics.
3.3.3 Supplier Responsibilities
3.3.3.1 Suppliers successful in securing a place on Lot 3 must:
· provide individual specialists with relevant expertise aligned to the Digital Roles covered under this Framework;
· ensure all specialists meet the government’s digital, data, and technology capability standards;
· comply with Framework requirements regarding security, data protection, and supplier performance;
· respond to Buyer requests efficiently, ensuring suitable specialists are proposed within agreed timeframes; and
· replace unsuitable specialists within reasonable time limits, if performance concerns are raised.
3.3.3.2 Supplier performance will be assessed based on individual specialist contributions, including:
· quality of work and competency, assessed via adherence to Deliverables, Buyer feedback and performance reviews;
· delivery against role expectations, ensuring specialists fulfil their defined scope and responsibilities;
· collaboration and adherence to agile ways of working, supporting government digital delivery standards; and
· responsiveness and reliability, ensuring timely fulfilment of specialist roles.
3.3.3.3 Lot 3 is for digital team augmentation or where an individual specialist can deliver a piece of work on their own. All specialists must be engaged for defined Digital Roles that contribute to service delivery.
3.3.4 Buyer Responsibilities
3.3.4.1 Buyers will define the specific Digital Role(s) required in their Statement of Requirements, and where applicable Statements of Work, including Deliverables and Milestones, payment schedules, and duration for each specialist engagement.
3.3.5 Exclusions
3.3.5.1 The following are excluded from the scope of Lot 3:
· procurement of multi-disciplinary teams or full service delivery (covered under Lot 1 and Lot 2);
· engagements for capability-building or programme-wide transformation (covered under Lot 2); and
· procurement of contingent labour.
3.3.6 Contract Length
3.3.6.1 The maximum call-off term, including any extensions, is 24 Months (2 years).
3.3.6.2 No minimum or maximum total contract value is applied to this Lot.
3.4 Lot 4: User Research Studios and Participants
3.4.1 Overview
3.4.1.1 Lot 4 enables Buyers to hire Studio space and/or recruit user research Participants to test digital services.
3.4.2 Services Scope
3.4.2.1 Suppliers awarded a place on this Lot must be able to provide at least one (1) of the following Services:
· User Research Studios – virtual and/or physical space at locations as defined by the Supplier, and with a defined list of facilities; and/or
· User Research Participants – users with the defined set of appropriate characteristics to enable the testing of a digital service.
3.4.2.2 Where requested by the Buyer, the Supplier will provide one or more of the following Services:
· User Research Studios:
· the hire of Studio space where and when the Buyer requires, that has the facilities and is fit for the purposes in line with the location specification as disclosed by the Buyer;
· a list of the geographical areas within which the Supplier provides Studios;
· a comfortable, private and safe environment for Buyer Participants, researchers and observers to work in;
· physical or virtual space to conduct interviews, usability tests or focus groups; and
· facilities where it’s possible to watch and record people as they engage with designs, prototypes and live public sector services.
· User Research Participants:
· recruit Participants with a range of experience, with consideration for diversity, including but not limited to people who are digitally excluded, as well as those who have low literacy or digital skills, and those who need assisted digital support;
· recruit Participants who best reflect the users of a service: for example, Participants belonging to a specific geographical location, a specific target user group such as people who have recently had a specific experience as victims, witnesses or jurors;
· manage the research Participants: for example, sign Participants into the facility, check ID, obtain signatures for NDAs or consent forms;
· manage incentive requirements, including handling and distributing incentives to research Participants;
· provide a range of incentive options such as digital or physical vouchers, PayPal, BACS transfer; and
· additional provisions such as printing materials or light refreshments for Participants and observers may be provided although these may incur an additional cost.
3.4.3 Supplier Responsibilities
3.4.3.1 Suppliers successful in securing a place on Lot 4 to provide user research Participants must:
· be able to recruit Participants without revealing details of the Buyer’s organisation;
· have the capability to facilitate Participant incentives in a timely manner; and
· pay directly all incentives, recruitment, and travel and subsistence costs paid to Participants unless stated otherwise by the Buyer.
3.4.3.2 User research Participants Suppliers must not Charge the Buyer where Participants:
· do not attend on the day;
· have provided adequate notice of non-attendance; and/or
· do not meet the characteristics specified by the Buyer in the Statement of Requirements.
3.4.4 Buyer Responsibilities
3.4.4.1 Buyers will define their specific requirements in their Statement of Requirements, including clear Participant and Studio descriptions, Deliverables and Milestones as appropriate, and payment schedules.
3.4.5 Exclusions
3.4.5.1 The following are excluded from the scope of Lot 4: general user research activity not focussed on digital services.
3.4.6 Contract Length
3.4.6.1 The maximum call-off term, including any extensions, is 36 Months (3 years).
3.4.6.2 No minimum or maximum total contract value is applied to this Lot.
4 Making changes during the framework term
4.1 Suppliers cannot add services to Lots in which they have not been awarded a Framework Contract.
4.2 Suppliers awarded to Lot 1: Digital Outcomes can apply to CCS for Approval to make changes to the Service Capabilities and/or Digital Roles they offer during the term of the Framework Contract Period. Upon receipt of CCS Approval, CCS will update the Platform to display each Approved change. CCS can request evidence of new capabilities or skills proposed to be added by a Supplier which fall within the parameters of the Specification for the Lot.
4.3 Suppliers awarded to Lot 3: Digital Specialists can apply to CCS for Approval to make changes to the Digital Roles they offer during the term of the Framework Contract Period. Upon receipt of CCS Approval, CCS will update the Platform to display each Approved change. CCS can request evidence of new skills proposed to be added by a Supplier which fall within the parameters of the Specification for the Lot.
4.4 CCS reserves the right to request additional Digital Roles as required by Government during the term of the Framework Contract Period. Any such additions will be applicable to Lots 1, 2 and 3. Suppliers will be notified accordingly via the Platform should the need arise.
4.5 In all instances where a Digital Role is added and pricing entered, this price will form a Framework Price.
4.6 Failure by the Supplier to provide acceptable evidence of new skills and capabilities when requested may result in the Supplier’s proposed new service not being Approved by CCS.
5 How services will be delivered
5.1 Methodologies
5.1.1 The Supplier will typically be expected to adopt an agile development process, starting with user needs.
5.1.2 Waterfall methodology will only be used in exceptional circumstances, and where it can be shown to better meet user needs, this should be agreed in advance with the Buyer.
5.1.3 Guidance on using agile to build digital services is available in the Service Manual at: https://www.gov.uk/service-manual/agile.
5.1.4 Contracting Authorities will decide the most appropriate delivery model approach that enables clients and industry to work together to deliver the best possible outcomes by determining the optimal split of roles and responsibilities.
5.1.5 For digital, data and technology projects, this is a decision on who, through insourcing, outsourcing, or ‘bridge' or ‘borrow’ mixed-model delivery will develop and deliver, and take responsibility for, the various stages of a project or projects.
5.1.6 Guidance on delivery models is available in the Digital, Data and Technology Playbook at: https://www.gov.uk/government/publications/the-digital-data-and-technology-playbook/the-digital-data-and-technology-playbook#chapter-5-delivery-model-assessments.
5.2 Accountability Models
5.2.1 At Statement of Work level, Suppliers will be required to work under any of the following accountability models:
5.2.1.1 Sole Responsibility: where the Supplier takes on board full responsibility to deliver the discrete Milestones identified. The Supplier will be required to accept the full risk of delivery;
5.2.1.2 Self-Directed Teams: where the Supplier provides discrete delivery teams to produce deliverable increments as commissioned by the Buyer. This model lends itself to Buyer-led agile development where the specific deliverable increment is agreed closer to the point of delivery but where some risk is carried by the Supplier; or
5.2.1.3 Rainbow Teams: where the Supplier (or possibly more than one Supplier) provides a squad of individuals to work alongside Buyer staff. In this model individuals, whilst managed at a high level by the Supplier, may well be directed at an operational level by someone from another organisation.
5.2.2 The above accountability models align with the Digital, Data and Technology Playbook delivery models of Outsource, Borrow and Bridge respectively.
5.2.3 The choice of accountability model is likely to influence the IR35 status of the Call-Off Contract, and/or Statement of Work. It is the Buyer’s responsibility to make an accurate determination of whether the procurement represents a contracted out service or a supply of resource. Where the procurement represents a supply of resource then Buyers must ensure that they comply with the off-payroll working rules (IR35). The rules need to be considered wherever the workers are engaging via a qualifying intermediary (most commonly their own limited companies).
5.3 Subcontracting
5.3.1 The Supplier will only subcontract with the prior written Approval of the Buyer. If the Supplier chooses to use a Subcontractor, or a person engaged by a Subcontractor, this will be outlined in any Call-Off Tender along with the percentage of Services allocated to each Subcontractor.
5.3.2 The Supplier will take direct contractual responsibility and full accountability for delivering the Services provided using Subcontractors.
5.4 Skills and Capabilities
5.4.1 The Supplier shall ensure that all Supplier Staff (including Subcontractors) involved in the delivery of Services under Call-Off Contracts act in a responsible and professional manner and possess the relevant qualifications, experience and competence appropriate to the tasks for which they are employed or otherwise engaged.
5.4.2 The Supplier shall ensure that all Supplier Staff (including Subcontractors) provide the ordered Services with due skill, care and diligence, as expected of a skilled professional engaged in performing services similar to the ordered Services.
5.4.3 The Supplier shall ensure that there are Supplier Staff (including Subcontractors) with the requisite knowledge and skills to exploit the latest technologies and ways of working to innovate and deliver scalable and resilient digital services.
5.4.4 The Supplier shall ensure where there are Supplier Staff (including Subcontractors) changes or transfers, appropriate levels of knowledge transfer takes place for each Buyer’s Call-Off Contract and handover takes place to ensure that any change in Supplier Staff (including Subcontractors) responsible for delivering the Service does not have an adverse impact on the provision of the Deliverables.
5.4.5 Different levels of security clearance may be required of the Supplier Staff (including Subcontractors) for some Call-Off Contracts, or Statement of Works. If this is required, the Buyer will detail their requirements in the Call-Off Procedure. There will be no additional charge for the provision of security cleared personnel to the Authority.
5.4.6 The Supplier accepts that a key element of the Framework Contract is an assurance process, where CCS and other agents appointed by CCS, check any claims made by the Supplier in their Framework Tender Response. Thereafter, CCS will continue to check that any information submitted by the Supplier is still an accurate reflection of the Supplier and the Services it provides.
5.4.7 The Supplier will provide to CCS on request all evidence needed by CCS to verify to its reasonable satisfaction any element of the Supplier’s Framework Tender Response.
5.4.8 If the Supplier fails to meet and maintain the appropriate level of assurance, CCS may suspend the Supplier from providing any particular Service (for any period), and/or the Supplier’s ability to accept Orders (for any period) and the Supplier cannot enter into any Call-Off Contracts during this period. Where this occurs, the Supplier must still meet its obligations under any existing Call-Off Contract that they have already signed.
5.4.9 At the sole discretion of CCS persistent failure by the Supplier to adhere to paragraph 5.4.7 above will be classed as a material breach.
5.5 Knowledge Transfer
5.5.1 Deliverables must include an appropriate level of knowledge transfer, such that the Buyer is able to maintain:
5.5.1.1 management of the service in-house or engage a third-party with minimal effort to support the service; or
5.5.1.2 transition to the next agile phase with a new supplier.
5.5.2 As a minimum the Supplier must provide, as appropriate, the required technical and operational information detailed in clause 2.2.2 of Call-Off Schedule 10 (Exit Management).
5.6 Optional Inward and Outward Secondments (Lot 2 only) 
5.6.1 The Supplier shall consider, and where capacity and conflicts permit, fulfil any request from a Buyer to make available a minimum of one (1) suitably qualified and experienced Supplier Staff for an inward secondment in support of the Government’s Digital Secondments Programme.
5.6.2 The duration of a secondment should be for a minimum period of six (6) Months up to twelve (12) Months.
5.6.3 The terms and conditions of the Secondment shall be in the form set out in a document titled ‘Model agreement for the secondment of an individual from a non-Civil Service organisation into a Civil Service Department’. The model agreement is held by individual government departments and subject to amendments in line with consultation between HR business partners and legal teams. The exact terms are for the Buyer and Supplier to mutually agree.
5.6.4 In exchange the Buyer may agree for an equivalent number of Buyer Personnel to work with the Supplier under an outward secondment. The terms and conditions of any such secondment shall be in the form set out in a document titled ‘Model agreement for the secondment of a Civil Service employee into a non-Civil Service organisation’. The model agreement is held by individual government departments and subject to amendments in line with consultation between HR business partners and legal teams. The exact terms are for the Buyer and Supplier to mutually agree.
5.7 Collaboration
5.7.1 Suppliers must ensure maximum collaboration with this Framework Contract in order to meet Buyers’ needs.
5.7.2 The Supplier shall cooperate with the Authority and Buyer(s) as appropriate at all times in accordance with the terms of the Framework Contract and Call-Off Contract.
5.7.3 The Deliverables supplied under the Call-Off Contract and, if applicable, each Statement of Work may require the Supplier to work in collaboration with other Suppliers and representatives of the Buyer. In the event that the Deliverables do require such collaboration, the Buyer retains responsibility for managing multiple third parties and the Supplier shall comply with the following:
5.7.3.1 work proactively with (a) the Buyer, (b) the incumbent suppliers, and (c) each of the other suppliers and contractors, in a spirit of trust and mutual confidence;
5.7.3.2 cooperate with the Buyer’s other suppliers and contractors of other Deliverables to enable efficient delivery;
5.7.3.3 assist in sharing information with the Buyer’s other suppliers and contractors for the purposes of facilitating provision of the Deliverables and supporting continuous improvement;
5.7.3.4 provide all additional cooperation and assistance as is reasonably required by the Buyer to ensure the continuous delivery of the Deliverables and other Services under the Call-Off Contract; and
5.7.3.5 ensure that the Supplier’s Subcontractors provide all cooperation and assistance as required by the Buyer pursuant to the Call-Off Contract.
5.8 Project Management
5.8.1 Suppliers must ensure that the Services are delivered on-time, on-budget and to the required Specification of the Buyer.
5.8.2 Suppliers must ensure that the Services are delivered via a project management methodology agreed with the Buyer.
5.8.3 The Supplier must provide and maintain records and reports to show service level performance for the Services for each Contract, the frequency and content of which are to be agreed with the Buyer.
5.8.4 Suppliers must identify, manage, mitigate and communicate risk to the delivery of the Deliverables to the Buyer.
5.8.5 The Supplier must maintain an appropriate risks and issues log.
5.8.6 The Supplier must ensure there is a process for closing the project(s), including an end of project review with the Buyer to ensure a full handover of any pertinent information and to review any lessons learnt that may inform future projects.
5.8.7 The Supplier will provide the required level of knowledge transfer following the completion of work. Where appropriate, the Supplier will also support the Authority with the reduction of skills gaps to assist with the generation of in-house capabilities.
5.8.8 The end of project review must provide a measure of customer satisfaction for the Deliverables provided.
5.9 Certification
5.9.1 The Supplier shall at all times during the Framework Contract, and during the term of any relevant Call-Off Contract, maintain and provide evidence of the following Certification:
5.9.2 Cyber Essentials Plus - Lot 2 only. An acceptable equivalent is compliance to the requirements certified by an IASME (Information Assurance for Small and Medium Enterprises) registered Certification Body.
5.10 Standards
5.10.1 For all Lots and Services, the Supplier must work according to:
5.10.1.1 the Technology Code of Practice;
5.10.1.2 the Service Manual and understand what it means to work on one of the Discovery, Alpha, Beta, Live or Retirement phases described in the Service Manual;
5.10.1.3 the Central Digital and Data Office Digital and Data function’s strategic commitments;
5.10.1.4 the principles outlined in the Government’s Data Ethics Framework; and
5.10.1.5 guidance on Understanding Artificial Intelligence Ethics and Safety.
5.10.2 The Supplier must:
5.10.2.1 ensure all activity adheres to the agile delivery methodology, including status reporting, tracking risks and issues and communicating key decisions;
5.10.2.2 ensure all Services meet the Buyer’s service acceptance criteria; and
5.10.2.3 work collaboratively and share information with other Suppliers and the Buyer.
5.10.3 The Supplier must comply with the Standards set out in Annex 4 of this Framework Schedule 1 (Specification) where relevant (to the level requested by the Buyer) and with any specific Standards incorporated into the relevant Call-Off Contract and each Statement of Work.
5.10.4 The Supplier must support the Buyer:
5.10.4.1 in complying with the Service Manual through successful Service Standard assessments: https://www.gov.uk/service-manual/digital-by-default;
5.10.4.2 to develop Services based on open standards principles and accessible data protocols, to ensure they are interoperable;
5.10.4.3 to comply with any adopted open standards that are compulsory in government; and
5.10.4.4 to complete algorithmic transparency reports in accordance with the algorithmic transparency reporting standard: https://www.gov.uk/government/publications/guidance-for-organisations-using-the-algorithmic-transparency-recording-standard.
5.11 Security
5.11.1 Where no other requirements are set out by the Buyer, the Supplier must support Buyers according to:
5.11.1.1 the Baseline Personnel Security Standard (BPSS): https://www.gov.uk/government/publications/government-baseline-personnel-security-standard.
additional levels of security clearance may be required by the Buyer under the Call-Off Contract (and applicable SOWs) and may include:
· Security Check (SC);
· Developed Vetting (DV); and/or
· Counter-Terrorist Check (CTC);
details on each are available at: https://www.gov.uk/government/publications/united-kingdom-security-vetting-clearance-levels;
5.11.1.2 the Supplier assurance framework for Contracts at the ‘Official’ information security level at: https://www.gov.uk/government/publications/government-supplier-assurance-framework;
5.11.1.3 any relevant security guidance at: https://www.gov.uk/government/collections/government-security;
5.11.1.4 the Cyber Essentials Scheme at: https://www.gov.uk/government/publications/cyber-essentials-scheme-overview; and
5.11.1.5 the Government Security Classification at: https://www.gov.uk/government/publications/government-security-classifications.
5.11.2 All of the above guidance may change or be updated from time to time.
5.11.3 Suppliers and Subcontractors will be expected to have effective measures to mitigate, detect and manage cyber security risks relating to the Contract and subsequent Services. The supply chain is particularly vulnerable to attacks and CCS expects Suppliers to demonstrate vigilance with their tier 2 Suppliers.
5.12 Code of Conduct
5.12.1 The Supplier must comply with the Supplier Code of Conduct, accessible at: https://www.gov.uk/government/publications/supplier-code-of-conduct.
5.12.2 This guidance may change or be updated from time to time.
6 Framework and call-off contract management
6.1 Contract Management
6.1.1 The Supplier shall comply with Framework Schedule 4 (Framework Management) and Call-Off Schedule 15 (Call-Off Contract Management).
6.1.2 The Supplier is required to provide and maintain adequate management and Supplier Staff (including Subcontractors) resources, including a named Supplier Framework Manager, to support the strategic and day to day operation and management of the Framework Contract.
6.1.3 The Supplier Framework Manager should act as the first point of contact for the purposes of operating the Framework Contract and will be responsible for ensuring the effective marketing, mobilisation, implementation, delivery and exit management of the agreement.
6.1.4 It is a clear expectation that the Supplier shall invest in the establishment and maintenance of an ongoing relationship with the Buyer, where requested.
6.1.5 The Supplier must proactively raise any capacity constraints preventing them from deploying resources at short notice to CCS and/or a Buyer relevant to a Call-Off Contract.
6.1.6 Where required by the Buyer, the Supplier shall work with the Buyer and its stakeholders (if applicable) to proactively identify, rank, mitigate and manage risks and agree a risk management plan to ensure the most successful outcome for the Buyer in accordance with clause 5 of Call-Off Schedule 15 (Call-Off Contract Management).
6.1.7 The Supplier shall have in place effective mitigating strategies to safeguard Deliverables and ensure that risks on sensitive projects with time sensitive Milestones, which are outlined in the Call-Off Contract (and, if applicable, Statement of Work) are minimised.
6.1.8 The Supplier will effectively manage Call-Off Contracts throughout their respective terms including but not limited to:
6.1.8.1 ensuring that the Buyer remains informed of key areas which may include Contract status, issues, performance and timescales;
6.1.8.2 where requested, providing the Buyer with a schedule of expected Buyer obligations;
6.1.8.3 any change to a Call-Off Contract shall be processed as set out in Joint Schedule 2 (Variation Form); and
6.1.8.4 ensure continuous value is added throughout the lifetime of the Contract as set out in Call-Off Schedule 3 (Continuous Improvement).
6.1.9 The Supplier must provide advice and assistance to Buyers seeking to reduce their costs through shared services and aggregated procurements.
6.1.10 The Supplier shall actively support the Authority with creating and maintaining an accurate pipeline of Buyer opportunities.
6.1.11 The Supplier shall work with the Authority to market and promote the Framework Contract to Buyers. This may include and not be limited to case studies from Contracts awarded via the Framework Contract, marketing material, brochures, presentations, website pages and webinars, at frequencies mutually agreed between the Authority and the Supplier.
6.1.12 Suppliers are obliged to support their Subcontractors who have delivered elements of a Call-Off Contract with references and/or testimonials, where requested.
6.2 Complaints Procedure
6.2.1 The Supplier shall have a robust and auditable complaints procedure for logging, investigating, managing, escalating and resolving complaints initiated by the Buyer.
6.2.2 The complaints procedure shall comply with the following:
6.2.2.1 all complaints shall be logged and acknowledged within twenty-four (24) hours of receipt by the Supplier;
6.2.2.2 all complaints shall be resolved within five (5) Working Days of the original complaint being made, unless otherwise agreed with the Buyer;
6.2.2.3 all complaints shall be recorded, including: the date the complaint was received, complainant contact details, nature of the complaint, and the actions and timescales taken to resolve the complaint.
6.2.3 The Authority may request a consolidated complaints report as and when required from the Supplier, relating to all Buyer complaints.
6.2.4 First line management of operational issues shall be undertaken between the Buyer and the Supplier Contract Manager. A clear issue management and escalation process shall be established by the Supplier in consultation with the Buyer.
6.3 Pricing, Payment and Invoicing
6.3.1 The Framework Prices will be used as the basis for the Charges (and are maximums that the Supplier may charge) under each Call-Off Contract and cannot be increased except as in accordance with Framework Schedule 3 (Framework Prices).
6.3.2 The Supplier shall have processes and systems in place for ensuring costs and prices are managed appropriately. This shall include ensuring the grade mix of the team assigned will be adapted to provide the right balance in terms of quality and cost effectiveness.
6.3.3 The Supplier shall report cost reduction and standardisation opportunities to Buyers and the Authority as soon as identified for consideration.
6.3.4 The Supplier may offer the Buyer alternative pricing models, methodologies and discount structures, which offer best value for money and in doing so the Supplier shall:
6.3.4.1 demonstrate that the agreed Call-Off Contract Charges do not exceed the Framework Pricing;
6.3.4.2 provide an audit trail from the agreed Call-Off Contract Charges to the Framework Prices; and
6.3.4.3 convert the agreed Call-Off Contract Charges into a suitable format to meet the Authority’s Management Information requirements.
6.3.5 When responding to a Competitive Selection Process, the Supplier shall provide the Charges Breakdown and information as required by the Buyer to enable the Buyer to both understand the overall cost of the key components of the Supplier’s offer under the Competitive Selection Process and the overall value for money this provides for the period of the Call-Off Contract.
6.3.6 The Supplier shall provide clear, transparent and where required, Open Book Data for pricing including the provision of a cost breakdown of all of the component elements that together form the cost of the products and services as and when requested by the Authority throughout the duration of the Framework Contract and any Call-Off Contracts.
6.3.7 The Supplier shall comply with all aspects of the invoicing and payment processes as detailed in Framework Schedule 5 (Management Charges and Information).
6.3.8 The Supplier shall provide a range of payment methods and invoicing processes and the Buyer shall specify the payment method and processes at Call-Off Contract stage. The Supplier shall have the ability to support e-Purchasing Cards, such as Government Procurement Card, Purchase to Pay systems (P2P) and other electronic or manual invoicing arrangements. The Supplier shall be solely liable to pay any merchant fee levied for using the e-Purchasing Card and shall not be entitled to recover this charge from the Buyer.
6.3.9 The Supplier shall comply with the Buyers’ requirements in respect of authorisation, invoicing and payment processes and procedures. This may include, but is not limited to, consolidated invoicing, invoicing by cost centre and/or account codes; electronic invoicing; and invoicing to different levels of detail. The Supplier shall be required to assist the Buyers in developing invoice process efficiencies.
7 Social value
7.1 Tackling economic inequality
7.1.1 Create new businesses, new jobs and new skills
7.1.1.1 Apprenticeships and other training schemes: At the Call-Off Award Procedure, Buyers can ask Suppliers to deliver training schemes and programmes (such as apprenticeships, T Levels or any other similar provisions) for some specified digital, data and technology role requirements to support relevant sector related skills growth and sustainability, and in response to any identified digital skills gaps and under-representation in the workforce through employment for new jobs of the disabled, ex-forces, new graduates and back to work in support of skills and employment objectives.
7.1.2 Increase supply chain resilience and capacity
7.1.2.1 Supply chain opportunities for a diverse range of businesses: Suppliers shall be asked how their organisation will ensure that supply chain opportunities under the Contract are accessible to a diverse range of businesses, including SMEs, VCSEs and mutuals, through subcontracting or any other acceptable arrangements (such as consortiums). They shall also be asked how they will monitor, measure and report on the impact of this through the use of Framework Performance Measure 10 in Framework Schedule 4 (Framework Management).
7.2 Equal opportunity
7.2.1 Reduce the disability employment gap
7.2.1.1 Development opportunities for disabled people in the workforce: Suppliers can be asked by Buyers during the Call-Off Award Procedure how they can offer development opportunities for disabled people in their workforce or employ more disabled people in new skills relevant to the Call-Off Contract, including through training schemes that result in the disabled people obtaining recognised qualifications.
7.2.2 Tackle workforce inequality
7.2.2.1 Modern Slavery: The Supplier shall be aware of and adhere to duties imposed on commercial organisations by the Modern Slavery Act 2015 and all related Government procurement policy notes in relation to transparency in the supply chain.
7.3 Fighting climate change
7.3.1 Effective stewardship of the environment
7.3.1.1 Environmental sustainability and carbon reduction: For Call-Off Contracts with a value of £5 million per annum or above, and where the measure is related and proportionate, Buyers can set out to assess as part of the selection criteria during the Call-Off Award Procedure on how Suppliers have taken steps to understand their environmental impact and carbon footprint relevant to the delivery of the Call-Off Contract through their carbon reduction plans and commitment to Net Zero in accordance with PPN 06/21.
7.4 Wellbeing 
7.4.1 Improve health and wellbeing
7.4.1.1 Health and wellbeing of Supplier Staff: Buyers can ask the Suppliers as part of the Call-Off Award Procedure to illustrate their understanding of issues relating to health and wellbeing of staff in delivering their Services under the Contract, including physical and mental health, such as having inclusive and accessible recruitment practices, development practices and retention focussed activities in their workforce.
7.4.2 Improve community integration
7.4.2.1 Digital inclusion and accessibility: The Supplier shall comply with the World Wide Web Consortium (W3C) Web Accessibility Initiative (WAI) Web Content Accessibility Guidelines (WCAG) 2.2 Conformance Level AA standard as a minimum level of conformance for accessibility when delivering their Services to design, develop and build any public facing websites and mobile applications. The Supplier’s compliance with this requirement in turn enables CCS and the Buyer to comply with their own obligations under Public Sector Bodies (Websites and Mobile Applications) (No. 2) Accessibility Regulations 2018 in signposting and making the Services available to Buyers.
7.5 Delivering social value
7.5.1 Social Value legislation places a legal requirement on all public bodies to consider the additional social, economic and environmental benefits that can be realised for individuals and communities through commissioning and procurement activity, and, in Scotland, to deliver them. These benefits are over and above the core Deliverables of Contracts. General information on the Social Value Act can be found at: https://www.gov.uk/government/publications/social-value-act-information-and-resources.
7.5.2 Guidance published in Procurement Policy Note 06/20 requires that Social Value should be explicitly evaluated in all central government procurement rather than just considered’ as required under the Public Services (Social Value) Act 2012.
7.5.3 Updated social value themes for public bodies can be found at: https://www.gov.uk/government/publications/procurement-policy-note-0620-taking-account-of-social-value-in-the-award-of-central-government-contracts.
7.5.4 The following Social Value priorities are intrinsic to the Specification for this Framework Contract:
7.5.4.1 tackling economic inequality; and
7.5.4.2 equal opportunity.
7.5.5 The Cabinet Office has published guidance on applying Outcome 2 of the Social Value Model to Digital, Data and Technology Contracts. The guidance is intended to supplement the guidance in the Social Value Model and the Digital, Data and Technology Playbook.
7.5.6 Tackling Economic Inequalities, New Business, New Jobs and New Skills, can be used to seek contributions to addressing skills gaps in the UK, as outlined in the Guide to Using the Social Value Model. Authorities in scope of PPN 06/20 can narrow the definitions of the skills areas being targeted. Critical roles in greatest demand are in software engineering; architecture and data analysis.
7.5.7 The following guidance on applying Outcome 2 of the Social Value Model to Digital, Data and Technology Contracts identifies the social value questions and award criteria from the PPN 06/20 Social Value Model which are most likely to be best suited to digital, data and technology purchases:
7.5.7.1 Annex A: template text for the introduction to your tender documents The Digital Skills Shortage; and
7.5.7.2 Annex B: Template text: Model Question, Model Award Criteria (MAC) and Sub-Criteria.
7.5.8 The Buyer can identify further specific social value priorities within its Statement of Requirements as part of the Call-Off Award Procedure undertaken in accordance with Framework Schedule 7 (Call-Off Award Procedure).


Annex 1
Service Capabilities
The Service Capabilities for Lots 1 and 2 are defined as:
	1.
	Information and cyber security
Maintain the confidentiality, integrity and availability of services and information, and protect services against threats. Includes:

	1.1
	NCSC information assurance certification - Offer services as a NCSC Certified Professional - the government’s approved standard for cyber security professionals.

	1.2
	Firewall audit - Ensure deployed firewall rules match security policies, and identify where the rules should be changed.

	1.3
	Incident response and forensics - Prepare for, and respond to a security incident. Determine what has gone wrong and how to resolve the incident. Understand and comply with forensic requirements.

	1.4
	Infrastructure review - Review infrastructure to ensure the hardware and software meets security policies, and is appropriately configured and patched.

	1.5
	IT health check - Conduct penetration testing using NCSC-approved firms.

	1.6
	Risk management - Identify, analyse, document, mitigate and monitor the risks of a system.

	1.7
	Security policy - Evaluate and develop security plans and policies to protect digital assets.

	1.8
	Threat modelling - Take a structured approach to analysing the security needs of a system or service.

	1.9
	Vulnerability and penetration testing - Analyse and test a service for security problems.

	2.
	Performance analysis and data
Interpret and use performance data to continuously improve services. Performance analysis involves measuring and interpreting data to see where and how a service can be improved. Ensure data can be used effectively across government and by the public. Includes:

	2.1
	A/B and multivariate testing - Improve product performance by agreeing a hypothesis, setting up or managing a testing framework, and evaluating the results.

	2.2
	Data analysis - Examine, transform and model data to discover useful insights, suggest conclusions and support decision making.

	2.3
	Data cleansing - Detect and correct inaccurate or corrupt records from a record set, table or database. Collate and manipulate data into a usable format.

	2.4
	Data visualisation - Interpret data into meaningful graphics to help analyse and display data.

	2.5
	Performance frameworks - Set up key performance indicators (KPIs) and measure the progress of an organisation, programme, service or product against its goals.

	2.6
	Performance reporting - Present key performance data and analysis for a service or product.

	2.7
	Statistical modelling - Create models to help understand relationships between different types of data and support decision making.

	2.8
	Web analytics - Measure, collect, analyse and report data on how people use a web service so that it can be improved.

	3.
	Service delivery
Manage the development, delivery and communication of an effective, user-focused digital service. Includes:

	3.1
	Agile coaching - Help individuals, teams and managers to be effective by embedding an agile culture.

	3.2
	Agile delivery - Support the delivery team by removing blockers to progress, facilitating discussion and helping the team to self-organise without imposing how work is done.

	3.3
	Business analysis - Specify, collect and present performance data and analysis for a product or service.

	3.4
	Digital communication and engagement - Develop or deliver a communications plan for a service or product which engages users across many channels.

	3.5
	Product management - Lead the delivery and continuous improvement of one or more digital products or platforms.

	3.6
	Programme management - Manage and organise groups of related projects so they work together to achieve a strategic objective.

	3.7
	Project management - Motivate and manage a team, and plan and prioritise work to achieve project objectives.

	3.8
	Service management - Develop and deliver an effective user-focused digital service. Manage the full product lifecycle including user research, design, delivery and the continuous improvement of one or more transactional services or platforms.

	4.
	Software development
Develop and continually improve code, with a constant focus on how the service or product will be used. Includes:

	4.1
	Application program interface (API) development - Design and evolve secure APIs.

	4.2
	Cloud-based service development - Understand how using the cloud might change an application’s architecture. Develop, deploy and maintain applications in the cloud where appropriate.

	4.3
	Content management system (CMS) - Build, maintain, customise and extend a CMS.

	4.4
	Customer relationship management (CRM) - Build, maintain, customise and extend a CRM system.

	4.5
	Database development - Build and maintain a persistent storage solution to meet the needs of the project or service.

	4.6
	Desktop application development - Build and maintain applications for desktop computers based on user needs.

	4.7
	Front-end web application development - Build and maintain the user interface of a web application based on user needs.

	4.8
	Game development - Develop games, for example for education or training.

	4.9
	Geographic information systems (GIS) development - Build and maintain GIS systems using open standards.

	4.10
	Machine learning - Understand a variety of machine learning techniques and apply them appropriately.

	4.11
	Mainframe - Implement and update mainframe technologies. Migrate away from mainframe applications and tools when appropriate.

	4.12
	Message queues - Design and implement systems using message queues. Understand the benefits of message queues and how they fit within a larger architecture.

	4.13
	Mobile application development - Build and maintain applications for mobile devices based on user needs.

	4.14
	Search - Develop search systems that index content so users can find it. Structure search tools based on source data.

	4.15
	Systems integration - Implement or update an architecture across multiple systems. Integrate core legacy systems where necessary.

	4.16
	Web application development - Build and maintain web applications using front-end and server-side technologies to create accessible, user-centred digital services.

	5.
	Support and operations
Support and manage the day-to-day operations of services, handle user requests and queries, and ‘keep the lights on’. Includes:

	5.1
	Customer support - Support user needs by providing help before, during and after people use a product or service.

	5.2
	Firewall management - Provision, deploy, upgrade, patch, and monitor firewalls to reduce cyber attack and compliance risks.

	5.3
	Hosting - Implement and manage cloud-hosted infrastructure or traditional datacentres.

	5.4
	Incident management - Log, record and manage incidents on digital services.

	5.5
	Monitoring - Monitor system performance and events. Ensure relevant alerts are set up.

	5.6
	Network administration - Assemble, maintain and upgrade computer hardware and software systems that make up a network.

	5.7
	Service desk - Provide first or second-line technical support to either internal or external users.

	5.8
	Systems administration - Install, support and maintain computer systems. Manage user and security policies.

	5.9
	Tools - Set up and maintain tools for continuous integration and deployment of digital services.

	6.
	Testing and auditing
Continuously ensure that a product or system does what it’s supposed to do to meet user needs efficiently and reliably. Includes:

	6.1
	Accessibility testing - Test whether a product or service is easy to use for people using assistive technologies, such as screen readers, voice recognition software or trackball devices. Highlight problems and suggest changes where appropriate.

	6.2
	Application testing - Ensure the integrity of the product by writing automated tests or conducting manual tests. Investigate the results, and report bugs or issues.

	6.3
	Data auditing - Profile data to assess whether it’s fit for purpose. Measure the impact of poor quality data on service performance. Highlight problems and suggest changes where appropriate.

	6.4
	Load and performance testing - Test sites and applications under realistic loads (traffic) to make sure that they’re stable and work well for users.

	6.5
	Process auditing - Review how IT processes are managed, for example establish whether practices are compliant with payment card industry (PCI) standards. Highlight problems and suggest changes where appropriate.

	6.6
	Software auditing - Provide independent examination of a software product or process to assess compliance with specifications, standards, contracts or other criteria. Highlight problems and suggest changes where appropriate.

	6.7
	System auditing - Examine system controls within an IT architecture to test the suitability and validity of a system’s IT configurations, practices and operations. Highlight problems and suggest changes where appropriate.

	7.
	User experience and design
Design and write content for services and products based on user needs and behaviour. Includes:

	7.1
	Accessibility - Ensure a digital service considers the needs of all possible users so that no one is excluded.

	7.2
	Animation - Create moving images and effects which can be used on websites, videos or games.

	7.3
	Brand development - Understand and design how an organisation, service or product is perceived and communicates its brand, whenever and wherever users interact with it.

	7.4
	Content design and copywriting - Write content for a site or service to clearly, simply and quickly communicate information to users.

	7.5
	Cross-platform design - Create experiences that cover all user interactions when they use a product or service. This will cross many channels, involve online and offline products and services, and include digital and face-to-face interactions.

	7.6
	Information architecture - Organise, structure and label content to help users find information and complete tasks.

	7.7
	Interaction design - Design a digital service so that it’s as simple as possible for users. Create user journeys and interaction patterns.

	7.8
	Prototyping - Create a basic version of a product that can be quickly tested and iterated with users.

	7.9
	Service design - Design online and offline services based on user needs and behaviour.

	7.10
	User experience and design strategy - Conduct long-term planning to align every user interaction with a vision for user experience.

	8.
	User research
Conduct research to understand users and their needs. User research continues throughout the design, build and operation of a service. Includes:

	8.1
	Creating personas - Create personas based on the characteristics of a group of users who use a service in a similar way.

	8.2
	Quantitative research - Design, conduct and analyse surveys and online panels to understand user attitudes and behaviours on a service or product.

	8.3
	Usability testing - Evaluate the usability of a product by testing it with representative users.

	8.4
	User journey mapping - Create and work with user journey maps to help understand the user experience of a service throughout its lifecycle, across all channels and for each interaction.

	8.5
	User needs and insights - Design, conduct and analyse user research to identify users of a service and their needs.




Annex 2
Digital Roles
The Digital Roles for Lots 1, 2 and 3 are defined as:
	Job family
	Job role
	Role level

	Architecture roles
	Business architect
	1. Trainee business architect

	
	
	2. Associate business architect

	
	
	3. Business architect

	
	
	4. Lead business architect

	
	Data architect
	1. Data architect

	
	
	2. Senior data architect

	
	
	3. Chief data architect

	
	Enterprise architect
	1. Enterprise architect

	
	
	2. Senior enterprise architect

	
	
	3. Lead enterprise architect

	
	
	4. Principal enterprise architect

	
	Network architect
	1. Associate network architect

	
	
	2. Network architect

	
	
	3. Lead network architect

	
	Security architect
	1. Security architect

	
	
	2. Lead security architect

	
	
	3. Principal security architect

	
	Solution architect
	1. Associate solution architect

	
	
	2. Solution architect

	
	
	3. Senior solution architect

	
	
	4. Lead solution architect

	
	
	5. Principal solution architect

	
	Technical architect
	1. Associate technical architect

	
	
	2. Technical architect

	
	
	3. Senior technical architect

	
	
	4. Lead technical architect

	
	
	5. Principal technical architect

	Chief digital and data roles
	Chief data officer
	1. Chief data officer

	
	Chief information security officer
	1. Chief information security officer

	
	Chief technology officer
	1. Chief technology officer

	Cyber security role
[see note below]
	Cyber security
	1. Cyber security

	Data roles
	Analytics engineer
	1. Trainee analytics engineer

	
	
	2. Analytics engineer

	
	
	3. Senior analytics engineer

	
	
	4. Lead analytics engineer

	
	
	5. Head of analytics engineering

	
	Data analyst
	1. Associate analyst

	
	
	2. Data analyst

	
	
	3. Senior data analyst

	
	
	4. Principal data analyst

	
	Data engineer
	1. Data engineer

	
	
	2. Senior data engineer

	
	
	3. Lead data engineer

	
	
	4. Head of data engineering

	
	Data ethicist
	1. Data ethics lead

	
	
	2. Head of data ethics

	
	Data governance manager
	1. Data governance manager

	
	
	2. Lead data governance manager

	
	
	3. Head of data governance

	
	Data scientist
	1. Trainee data scientist

	
	
	2. Associate data scientist

	
	
	3. Data scientist

	
	
	4. Principal data scientist

	
	
	5. Lead data scientist

	
	
	6. Head of data science

	
	Machine learning engineer
	1. Senior machine learning engineer

	
	
	2. Lead machine learning engineer

	
	Performance analyst
	1. Associate performance analyst

	
	
	2. Performance analyst

	
	
	3. Senior performance analyst

	
	
	4. Lead performance analyst

	
	
	5. Head of performance analysis

	IT operations roles
	Application operations engineer
	1. Associate application operations engineer

	
	
	2. Application operations engineer

	
	
	3. Senior application operations engineer

	
	
	4. Lead application operations engineer

	
	
	5. Principal application operations engineer

	
	Business relationship manager
	1. Business relationship manager

	
	
	2. Senior business relationship manager

	
	
	3. Lead business relationship manager

	
	Change and release manager
	1. Configuration analyst

	
	
	2. Change and release analyst

	
	
	3. Change and release manager

	
	Command and control centre manager
	1. Operations analyst

	
	
	2. Senior operations analyst

	
	
	3. Operational control manager

	
	
	4. Head of command and control

	
	End user computing engineer
	1. Associate end user computing engineer

	
	
	2. End user computing engineer

	
	
	3. Senior end user computing engineer

	
	
	4. Lead end user computing engineer

	
	
	5. Principal end user computing engineer

	
	IT service manager
	1. IT service analyst

	
	
	2. IT service manager

	
	
	3. Senior IT service manager

	
	
	4. Head of IT service management

	
	Incident manager
	1. Incident manager

	
	
	2. Major incident manager

	
	Infrastructure engineer
	1. Associate infrastructure engineer

	
	
	2. Infrastructure engineer

	
	
	3. Senior infrastructure engineer

	
	
	4. Lead infrastructure engineer

	
	
	5. Principal infrastructure engineer

	
	Infrastructure operations engineer
	1. Associate infrastructure operations engineer

	
	
	2. Infrastructure operations engineer

	
	
	3. Senior infrastructure operations engineer

	
	
	4. Lead infrastructure operations engineer

	
	
	5. Principal infrastructure operations engineer

	
	Problem manager
	1. Problem analyst

	
	
	2. Problem manager

	
	Service desk manager
	1. Service desk analyst

	
	
	2. Senior service desk analyst

	
	
	3. Service desk manager

	
	
	4. Head of service desk

	
	Service transition manager
	1. Service acceptance analyst

	
	
	2. Service readiness analyst

	
	
	3. Service transition manager

	
	
	4. Lead service transition manager

	Product and delivery roles
	Business analyst
	1. Trainee business analyst

	
	
	2. Junior business analyst

	
	
	3. Business analyst

	
	
	4. Senior business analyst

	
	
	5. Lead business analyst

	
	
	6. Head of business analysis

	
	Delivery manager
	1. Associate delivery manager

	
	
	2. Delivery manager

	
	
	3. Senior delivery manager

	
	
	4. Head of (Agile) delivery management

	
	Digital portfolio manager
	1. Digital portfolio analyst

	
	
	2. Digital portfolio manager

	
	
	3. Senior digital portfolio manager

	
	
	4. Head of portfolio

	
	Product manager
	1. Associate product manager

	
	
	2. Product manager

	
	
	3. Senior product manager

	
	
	4. Lead product manager

	
	
	5. Head of product

	
	Programme delivery manager
	1. Programme delivery manager

	
	Service owner
	1. Service owner

	Quality assurance testing (QAT) roles
	Quality assurance testing (QAT) analyst
	1. Tester (QAT)

	
	
	2. QAT analyst

	
	
	3. Senior QAT analyst

	
	
	4. Lead QAT analyst

	
	Test engineer
	1. Tester (test engineer)

	
	
	2. Test engineer

	
	
	3. Senior test engineer

	
	
	4. Lead test engineer

	
	Test manager
	1. Test manager

	
	
	2. Head of test

	Software development roles
	Development operations (DevOps) engineer
	1. Apprentice DevOps engineer

	
	
	2. Junior DevOps engineer

	
	
	3. DevOps engineer

	
	
	4. Senior DevOps engineer

	
	
	5. Senior DevOps engineer - management

	
	
	6. Lead DevOps engineer

	
	
	7. Lead DevOps engineer - management

	
	
	8. Principal DevOps engineer

	
	
	9. Principal DevOps engineer - management

	
	Frontend developer
	1. Apprentice frontend developer

	
	
	2. Junior frontend developer

	
	
	3. Frontend developer

	
	
	4. Senior frontend developer

	
	
	5. Lead frontend developer

	
	
	6. Head of frontend development

	
	Software developer
	1. Apprentice developer

	
	
	2. Junior developer

	
	
	3. Developer

	
	
	4. Senior developer

	
	
	5. Senior developer - management

	
	
	6. Lead developer

	
	
	7. Lead developer - management

	
	
	8. Principal developer

	
	
	9. Principal developer - management

	User-centred design roles
	Accessibility specialist
	1. Junior accessibility specialist

	
	
	2. Accessibility specialist

	
	
	3. Senior accessibility specialist

	
	
	4. Head of accessibility

	
	Content designer
	1. Associate content designer

	
	
	2. Junior content designer

	
	
	3. Content designer

	
	
	4. Senior content designer

	
	
	5. Lead content designer

	
	
	6. Head of content design

	
	Content strategist
	1. Content strategist

	
	Graphic designer
	1. Associate graphic designer

	
	
	2. Junior graphic designer

	
	
	3. Graphic designer

	
	
	4. Senior graphic designer

	
	
	5. Lead graphic designer

	
	
	6. Head of graphic design

	
	Interaction designer
	1. Associate interaction designer

	
	
	2. Junior interaction designer

	
	
	3. Interaction designer

	
	
	4. Senior interaction designer

	
	
	5. Lead interaction designer

	
	
	6. Head of interaction design

	
	Service designer
	1. Associate service designer

	
	
	2. Junior service designer

	
	
	3. Service designer

	
	
	4. Senior service designer

	
	
	5. Lead service designer

	
	
	6. Head of service design

	
	Technical writer
	1. Technical writer

	
	
	2. Lead technical writer

	
	User researcher
	1. Associate user researcher

	
	
	2. Junior user researcher

	
	
	3. User researcher

	
	
	4. Senior user researcher

	
	
	5. Lead user researcher

	
	
	6. Head of user research



Note: Cyber security - the job role Cyber security is not yet covered in the Government Digital and Data Profession Capability Framework. It is applicable to the delivery of Services under the Information and cyber security capability and will be required to be provided by the Supplier under this Contract.
The Cyber security role is responsible for protecting an organisation's systems, networks, and data from unauthorised access, cyberattacks, and security breaches. Individuals in these roles perform a variety of tasks that involve identifying potential threats, responding and recovering from incidents, and ensuring that appropriate security measures are in place to safeguard critical information.


Annex 3
Locations

The locations for each Lot are defined as:
	For Lots 1, 2 and 3

	Offsite (Offsite means the supplier will not be working at the Buyer's own sites)

	North East England

	North West England

	Yorkshire and the Humber

	East Midlands

	West Midlands

	East of England

	London

	South East England

	South West England

	Scotland

	Wales

	Northern Ireland

	For Lot 4 (User Research Participants)

	North East England

	North West England

	Yorkshire and the Humber

	East Midlands

	West Midlands

	East of England

	London

	South East England

	South West England

	Scotland

	Wales

	Northern Ireland

	International (outside the UK)





Annex 4
Standards

The Supplier shall be required to comply with the following Standards where relevant (paragraph 5.10.3 of this Framework Schedule 1) and where a Standard is accessed via a URL, the version of the Standard set out on that web page shall be the version of the Standard that shall apply to a Call-Off Contract or Statement of Work upon execution of the same:
	1.
	General
	Applicable

	1.1
	CDDO digital and data function’s strategic commitments:
https://www.gov.uk/government/publications/digital-and-technology-spend-control-version-6/digital-and-data-functions-strategic-commitments
	All Lots

	1.2
	Supplier Code of Conduct:
https://www.gov.uk/government/publications/supplier-code-of-conduct
	All Lots

	2.
	Information governance and security
	

	2.1
	Government Cyber Security Standard:
https://www.gov.uk/guidance/follow-the-government-cyber-security-standard
	All Lots

	2.2
	Government guidance on data protection:
https://www.gov.uk/data-protection-your-business
	All Lots

	2.3
	Government security classifications:
https://www.gov.uk/government/publications/government-security-classifications
	All Lots

	2.4
	Baseline Personnel Security Standard (BPSS):
https://www.gov.uk/government/publications/government-baseline-personnel-security-standard
	All Lots

	3.
	Development and system design
	

	3.1
	Open standards principles:
https://www.gov.uk/government/publications/open-standards-principles/open-standards-principles
	Lots 1, 2, 3

	3.2
	Open standards for government data and technology:
https://www.gov.uk/government/collections/open-standards-for-government-data-and-technology
	Lots 1, 2, 3

	3.3
	Accessibility regulations:
https://www.gov.uk/guidance/accessibility-requirements-for-public-sector-websites-and-apps
	Lots 1, 2, 3

	3.4
	Preventing technical debt and legacy commitment:
https://www.gov.uk/guidance/prevent-technical-debt-and-legacy
	Lots 1, 2, 3

	4.
	Government standards
	

	4.1
	Technology Code of Practice:
https://www.gov.uk/guidance/the-technology-code-of-practice
	All Lots

	4.2
	Service Manual:
https://www.gov.uk/service-manual
	All Lots

	4.3
	Service Standard:
https://www.gov.uk/service-manual/service-standard
	All Lots

	4.4
	Government service design principles:
https://www.gov.uk/guidance/government-design-principles
	All Lots

	4.5
	Government Data Ethics Framework:
https://www.gov.uk/government/publications/data-ethics-framework
	All Lots

	4.6
	Guidance on understanding artificial intelligence ethics and safety:
https://www.gov.uk/guidance/understanding-artificial-intelligence-ethics-and-safety
	All Lots

	5.
	Buyer standards (if requested)
	

	5.1
	Such other standards and requirements as notified by the Buyer to the Supplier (including successor standards and requirements).
	All Lots

	5.2
	Cyber Essentials Scheme:
https://www.gov.uk/government/publications/cyber-essentials-scheme-overview
	All Lots

	5.3
	NHS Service Standard (and references therein): 
NHS service standard
	All Lots

	5.4
	NHS digital, data and technology standards and clinical information standards (as set out and updated from time to time):
NHS Digital
	All Lots

	5.5
	Support to complete algorithmic transparency reports in accordance with the algorithmic transparency reporting standard:
https://www.gov.uk/government/publications/guidance-for-organisations-using-the-algorithmic-transparency-recording-standard
	All Lots

	5.6
	Recruiter Accreditation Scheme (RAS):
https://ras.mrs.org.uk
	Lot 4 (Participants)

	5.5
	Market Research Society Code of Conduct:
https://www.mrs.org.uk/standards/code-of-conduct
	Lot 4 (Participants)
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